
Refactoring a Project
Let's work on some messy code that needs restyling
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What we will do 
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The project

The project entails a secure Client-Server application 
utilizing a shared secret computed through the 
Diffie-Hellman algorithm. 

The client initiates communication by sending its 
public key, nonce, and username for login. 

In response, the server sends its own public key. 

Both the client and server then establish a shared 
session for encrypted communication



The messy code

Let's break down the function into its individual 
components.

● Parse client session: username || nonce_c || ga
● Diffie-Hellman:  Compute parameters g_b and send it 

to client
● Compute shared secret: using g_a client and g_b 

server
● Encrypt server session: <g_a, g_b, nonce_c, nonce_s> 
● Send server session: to client
● Receive client session: <g_a, password, nonce_c>
● Decrypt client session
● Parse client session: to assign session to the user
● Login: find the user and assign session

Over 300 lines of code in a single function!!!
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Code Smells

Here’s some of the smells we found

● Long Method
● Large Class
● Divergent Change (God Class)
● Data Clumps
● Shotgun Surgery
● Feature envy
● Comments
● Duplicated code
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Let’s refactors

With this simple method

● Expand: 
○ Created new structs for Session

■ BaseSession
■ ServerSession
■ ClientSession

○ Created new class: 
■ SecureSession
■ SecureServerSession
■ SecureClientSession

○ Write test for the new functions
○ Move duplicated code to functions
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Let’s refactors

With this simple method

● Migrate: 
○ Rewrite the large method by instantiate 

new classes
○ Call functions created in the previous 

step 

Mirko Di Lucia



Let’s refactors

With this simple method

● Contract:
○ Remove old code in the large methods
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Thanks Refactoring helps in rewriting the code to enhance 
reusability between the client and server by introducing 
a class hierarchy and the SecureSession class concept. 

Test-Driven Development (TDD) aids in quickly 
detecting bugs, allocation errors, and broken strings, 
and ensures nonce integrity checks. 

This particular refactor was notably complex because 
of the method's shared nature between the client and 
server
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