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Newer release-unit

* Our realease-unit

* Tests from beginning

* Regular check and fix of
sonar-issues
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6 New Vulnerabilities
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Old release-unit

* Shared release-unit
* Depth to big to fix
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Sonar types
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* Bugs

* possible nullpointer, unnecessery null-checks...
* condition always evaluate to “false” or “true”

Vulnerabitity

* Some code smells

Code smells
* Mostly clean-code
* Some code smells

Securitiy hotspots
* Possible missing role-checks
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Vulnerabilities

% Rule

) > (lava) Class variable fields should not have public accessibility

I napprOplate Intl maCy (Java) "@Deprecated” code should not be used

(lava) Basic authentication should not be used
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Code smells

¥ Rule
Q
BLO (Java) The diamond ocperator ("<>") should be used 113
Iarge method or (Java) Assertinn.arguments should be passed in the correct f:uru:ler f—*l
(Java) Synchronized classes Vector, Hashtable, Stack and StringBuffer should not be used 74
CIaSS (Java) Cognitive Complexity of methods chould not be too high 67
(Java) Collection.isEmpty() should be used to test for emptiness 56
(lava) Modifiers should be declared in the correct order A7
{Java) String literals should not be duplicated 30
(Java) "@Deprecated” code should not be used 28
BLO (lava) Redundant casts should not be used 23
(lava) Boolean literals should not be redundant 22
dataC|umpS (Java) Boclean expressions should not be gratuitous 20
(Java) Collapsible "if" staternents should be merged 20
(Java) Utility classes should not have public constructors 20
(Java] Type parameter names should comply with a naming convention 19
(Java) Try-catch blocks should not be nested 18
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Cognitiv complexity example
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Refactor this method to reduce its Cognitive Complexity from 31 to the 15 allowed. | See Rule Syearsago v L89 %
& CodeSmell ¥ @ Critical * O Open ~ m Reto Lehre ¥ 21min effort Comment W brain-overload *

BSAdresseQuerySearchGemeindedatenfutContainer bsOut = this.partnerFactory.createBSAdresseQuerySearchGemeindedatenOu

if (siebelQut != null &.& siebelOut.getfsiebelMessage() != null && siebelOut.getfSiebelMesszage().getFintObjInst(
&8 siebelCut.getfSiebelMessage().getFfintObjInst().size() > @) {

List<Service_Locator_Zipcode_AdminIC»> siebelDaten = siebelOut.getfSiebelMessage().getfintObiInst();

Bfor‘ (service_Locator_Zipcode_AdminIC obj : siebelDaten) {
BSGemeindedatenImpl gemeinde = new BSGemeindedatenImpl();
gemeinde.setOnrpioby.getfOrdkey());

*/

0 if (obj.getflatitude() != null [ &8 obj.getflatitude().trim().length() > @ &% obj.getflongitude() != null
&8 obj.getfLongitudel).trim().length() > @) {
ESGecKoordinaten gecKoord = new BSGeoKoordinatenImpl();

Set<BSOrganisationReferenz: agenturenset = new HashSet<BSOrganisationReferenz>();

Bif {agenturen != null) {
For (AVIS_Gemeinde_SS5T_Agentur WBCIC agentur : agenturen) {
Bif (agentur == null) {
continue;

¥

gif (StringUtils.isEmpty(agentur.getfAVIS_Agentur_Nri)) || StringUtils.isEmpty(agentur.getfAVIS_Aget

LOGGER.info("Leere/Ungueltige Agentur gefunden in Gemeinde HNr. + obj.getfGemeinde_Nr());
continue;

orgRef.setTyp(AVISToBESConverter.convertCode(agentur.getfAVIS_Agentur_Typ(), "DIVISION_TYPE", DivisionTy

if (agentur.getFAVIS_Agentur_Typ() == null) {
throw new BSException("DIVISION_TYPE should not be NULL™);



Sonar code smells

* Most code smells in Sonar are not ,real” code smells like described here
(https://sourcemaking.com/refactoring/smells)
* They are mostly clean-code-issues
* Unused variables
* Unused imports
* Unused assignements
* Commented code
* Wrong assertions
* Not immediatly returned value
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| Project Overview

Project overview -
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Conclusion

* Sonar is good at:
* Clean-code-violations
* Code coverage
* Big picture of quality

* Sonar is less good at:
* Code smells
* Design-failures

* Searching code smells is not easy

* | think you have to stumble over them and recognize them
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Images and links

* Images
* https://www.yourpurebredpuppy.com/reviews/bloodhounds.html

* Links

* https://sourcemaking.com/refactoring/smells
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